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CieACTBEeHHBbIM YIIPaBJICHHEM pa3padoTaHa
IlamMaTKa 119 poaAUTesIeH U AeTen
«be3onmacHbIN HHTEPHET»

lTone3Hsbiil u 6esonacHbll
uHmepHem

VYBaxaemble pomutes! Ecnmu Bamm germ monbesyrorcs WuTtepHerom, Bei, 0e3 comHeHWUS,
0ECTOKOUTECH O TOM, Kak yoepeub UX OT HEMPUSATHOCTEH, KOTOPbIE MOTYT MOJICTEPETATh BO
«BCEMUPHOM TMAayTHHE». 3HAYMUTEIHLHOE PACHPOCTPAaHECHHUE MAaTEPHANIOB, MpeAHa3HAYEHHBIX
TOJILKO JIJISL B3POCTBIX MJIM HEMPUEMIIEMBIX JIJISl IeTel M0 KaKOH-TMOO0 APYroil MpuvnHe, MOXKET
JIETKO MPUBECTU K HETATUBHBIM MOCIIEICTBUSIM.

B Hactosmee BpeMsi cuTyanusi CKJIaAbIBae€TCS TaKUM 00pa3oM, 4YTO KaXIblii peOEHOK,
BBIXOJAIMKA B VIHTEpHET, MOXeT IpocMaTpuBaTh JIOOble MaTepualibl. A 3TO HaCWIIHE,
nopHorpadusi, CTpaHUI[bI, OJTAIKUBAIOLINE MOJIOJEKb K caMOyOuicTBaM, aHHOPEKCUU (OTKa3
OT MNpUeMa NHIM), YOWcTBaM, CTPaHUIBl C HAIMOHAIUCTUYECKOH, HSKCTPEMHUCTCKOH H
OTKPOBEHHO (haITMCTCKON HICOJIOTHEH M MHOroe apyroe. Yacto ObIBaeT Tak, 4TO MPOCMOTP
TaKoW MH(POPMALIUK J1aXKe HE 3aBUCHUT OT peOeHKa, Belb HA MHOTHX CalTax 0TOOpakaroTcs
«BCILIBIBAIOIIME OKHA», COJIEp’Kallle HEraTUBHYIO ISl HECOBEPIIEHHOJETHUX HH(OpMaIuio,
Yale BCero NopHorpauueckoro coaepskaHus.

Kpome Toro, B ceTu HepeIKo BCTpEUAIOTCs JIFOJIM, KOTOPHIE MBITAIOTCS C MOMOIIbl0 MHTEepHEeTa
BCTYNATh B KOHTAKT C JIETHMH, MPECIICIys] OMACHBIC WJIH IMPOTHBOIPABHBIC IS PeOCHKA IICITH.
31I0yMBITUICHHUKH MCTIONB3YIOT 3TH KaHANbI JIJIs1 TOTO, YTOOBI 3aCTaBUTh JIETCH BBIATH JTUYHYIO
nH(OPMAIINIO, BOBJICYh HECOBEPIICHHOJICTHUX B COBEPIICHHUE ACOIUAIBHBIX M TPECTYITHBIX
IEUCTBUIA.



MCpBI npeaoCTOPOKHOCTU UJIU YTO HYKHO IIOMHUTB POAUTCIIAM

- 17151 TOTO, 4TOOBI MpeiocTepeyb peOeHKa OT HEraTUBHOTO Bo3zeiicTBust VIHTepHeTa, 00bsicHUTE
JeTsIM TNpUHIUN paboTel ceTH. HayuuTe pebeHka Moib30BaThCsl MOMCKOM B MHTepHere.
IlokaxwuTre, Kak UCIOJIL30BaTh Pa3IUYHbIE MOMCKOBBIE CHUCTEMBI, B TOM YHUCIE NETCKHE, IS
OCYIIECTBIICHHS IOMCKA [TO3HABATEILHON U pa3BUBAIOLICH 17151 peOeHKa HH(POPMALIUH.

- pe6eH0K JOJDKCH IIOHHMMATh U IIOMHUTB: HAXOXKIACHHUEC B I/IHTepHeTe BO MHOI'OM HAIIOMHHACT
npebbiBaHue B OOIECTBEHHOM MecTe. OmacHOCTH, MOACTEPErarolue MoIb30BaTeNsl, CXOXKH C
PUCKOM, BO3HHKAIOIIUM IIpHU O6IHCHI/II/I C YYyKXKWMH JIOAbMHU. Ecmm JCTH JNYHO HE 3HAKOT
4eJI0BeKa, C KOTOPbIM OOLIAlOTCSd B CETH, 3TO PABHOCHIIBHO OOIIEHUIO C HE3HAKOMIEM B
peanbHOM JKNU3HH, YTO 3aIPEILCHO.

- OyapTe BCerja OCBEOMJICHBI O TOM, YeM 3aHuMarorcs Bamm netn B Uuteprere. [lonpocure
UX Hay4YuTb Bac Monb30BaThCs pa3iIN4YHBIMU IPUIOKEHUSAMHU, KOTOPbIMU BbI HE monb3oBanuch
panee. Ilocemaiite MuTepHer BMecte ¢ aerbMu. lloomipsiite neteil pacckassiBaTh Bam 00
yclexax M HeyJadax B IPOLECCE OCBOCHUS CETH.

- MIOMOTHTE JETSM MOHATH, YTO HE CIIEAYeT pa3Memiats B MHTepHETE JIMYHYI0 UHPOPMAIHIO O
cebe M CBOEH ceMbe: IMOJIHBIE AHKETHBIC NaHHBIE (CBOM JHOO CBOMX HECOBEPIICHHOJIETHHUX
npy3eil), HomMep MOOWIBHOrO TenedoHa, TOMAITHUN aapec, HOMEp IIKOJbI, MECTO paldOThI
poauteneit, mo0yi0 Apyryio JUYHYI0 MH(QOPMALHUIO, a TaKXkKe JEeMOHCTPUpPOBaTh (hoTorpaduu
(cBom u cembn). OOBSICHUTE, YTO JTFOOOM YEIOBEK MOXKET 3TO YBHJIETh U MCIOJb30BaTh B CBOUX
EJSIX, 32a4aCTYIO IPOTUBOMPABHBIX M AMOPAIbHBIX.

- ecii Bamn peGeHok mosryyaeT cram (He)KenaTelbHYIO 3JIEKTPOHHYIO MTOUTY), 00bSCHUTE, UTO HE
HYKHO BEpPHUTh HAMHMCAHHOMY B TaKHX MHCbMax W HU B KOEM CJy4yae HE ClieJlyeT OTBe4aTb Ha
HUX.

- peOeHOK JOMHKEH 3HATh, YTO HENb3s OTKPBIBATH (hailiibl, MpUCIaHHbIE HE3HAKOMBIMU JIFOJIbMHU,
MMOCKOJIKY OHU MOTYT COJEpPKaTh BUPYCHI WK (OTO-, BUICOMATECPHAIIBI HEITPUCTONHOTO WIIH
arpeccUBHOTrO cojep)kaHus. JlalTe MOHATH peOEHKY, UTO HEKOTOphIe oAU B HTEpHETE MOTYT
TOBOPHUTH HEMpaBIy M OBITH HE TeMH, 3a KOro cedst BbimaroT. Hayunte pebeHka nmpoBepsTh Bce
TO, YTO OH BUJUT U uuTaeT B IHTEepHeTe.

Pacckaxure peGeHky, uro B VHTepHETE BCTPEUAIOTCS U «XOPOIIUE», M «IUJIOXUE» JIIOIH.
OOBsicHUTE, TOYEMY HE CTOHUT JOOABIATH «B JIPY3bs» HE3HAKOMBIX JIFOJIEH — OHU MOTYT OBITh HE
TeMH, 3a Koro ceOs BblaroT. Ilpemympenure pebeHka, uyToObl OH HM B KOEM Ciydae He
corjamaics Ha BCTpedd ¢ VHTEpHET-HE3HAaKOMIAMU B PEAbHOM JKHU3HH, IPEXKIE 4YeM HeE
[IOCTaBUT B M3BECTHOCTh Bac wim Onm3kux poactBeHHUKOB. IlocoBeryiite emy oOmiatbcs B
HHTepHeTe TOIBKO ¢ TEMH, ¢ KEM OH JIMYHO 3HAKOM.

- MPEeAOCTeperuTe OT CKAYMBAaHUS IUIATHOM MH(OpManuu, ocoOeHHO depe3 sms. OObsicHHTE,
no4yeMy He CTOHMT oOpamaTh BHUMaHHS Ha SIpKUE OaHHEPHI ¢ COOOIIECHUSAMH O BBIUTPHIIIAX HIIH
pU3ax.

- MOCTOSIHHO OOIIaiiTech CO CBOMMH JI€ThMH, PAacCKa3blBaiiTe M COBETYHTE, KaK MPABUIIBHO
MOCTYNAaTh U pEarupoBaTh Ha ACUCTBUS APYrUX Jtojei B IHTepHeTe.

- HaydyuTe JeTell MNpaBUIBHO pearupoBaTh, €CIM HUX KTO-TO OOWUJeN B CETH, WIH OHU
MOJyYMJTN/HATOJIKHYJIUCh Ha AarpecCUBHBIH KOHTEHT, a Takke JI00Yyl0 aMOpajbHYIO
nHpopmanuio. Pacckaxxute, Kyaa B IOA0OHOM Clydae OHU MOT'YT OOPAaTUTHCS.



- ybenurech, YTO Ha KOMIBIOTEPE, KOTOPHIM TMOJB3YIOTCS Bammm 1eTu, yCTaHOBIEHBI W
MPaBHJIBHO HACTPOEHBI CpeACTBa (PUIBTpaIIUy.

POI[I/ITCJ'II)CKI/II\/JI KOHTPOJIb — 3TO OIrpaHMYCHUC NOCTYyIIa I[GTGfI N IMOJPOCTKOB K HEKCIATCIIbHBIM
caltam B I/IHTepHeTe. POI[I/ITGJ'IBCKI/Iﬁ KOHTPOJIb MOKET HC TOJIbKO 6HOKI/IpOBaTB AOCTYII K TAKUM
CaﬁTaM, HO U OTpaHNYMBATH UCIOJbB30BAHUC I/IHTepHeTa 10 BPEMCHHU CYTOK, JHAM HCACIN HUIIN
JINTCIIbHOCTH CCaHCA. CYH_IGCTByeT MHOXCECTBO ITpOTpaMM U (I)I/IJ'IBTpOB, Cpean HUX:

AnTtuBupyc Kacrepckoro ¢ BO3MOKHOCTAMHU poauTenbekoro koHTpons — «Kaspersky Internet
Security»,

nporpamma-¢puisTp «NetPolicey,
nporpamma-¢puisTp «MuaTepHeT Lienzop»,
¢benepanbHas MporpaMma AeTCKOTo HHTEpHETa «[ OTymmby.

- IPUYYHUTE IETEH, YTO OHU JOJIKHBI IIOCEIIATh TOJBKO TE CAalThI, KOTOpBIE BbI pazpemmiy,
TO €CTh CO3JIaliTe Il HUX TaK HAa3bIBAEMBIM «OeJblil» CIIUCOK caToB B MIHTEpHETE C MOMOIIIBIO
CPEACTB POAUTEIBCKOTO KOHTPOJIS.

- Hay4yuTe Ballero peOEHKa YBaKEHUIO U ATUKETY B  IIPOLECCe  IOJb30BaHMS
Hutepuerom. Ilonpocure pebeHka He MPOBOLUPOBATH KOHPIUKTHBIE CUTYAIIUH M OTHOCHUTBCS K
IPYTUM IOJIb30BAaTENsIM TaK k€, KaK OH XOTeld Obl, YyTOOBl OTHOCWJIUCH K HEMY CaMOMY.
OOBsicHUTE, YTO HHU TPH KAKUX OOCTOATEIhCTBAX HE CTOMT pa3MemaTh MPOBOKAIMOHHBIN
MaTepuall U HE PACHpPOCTPaHATh MO 4YbeH-TMO0 mpockOe HMH(POpPMAIMOHHBIE M arpecCUBHO-
HacTpoeHHble coodueHus. upopmanus, BeuioxkeHHast B IHTEpHET, 1OCTyIIHA BCEM U MOXET
OBITh UCIIOJIH30BaHA B JIIOOBIX, B TOM YHCJIE, MOIIEHHUYECKUX LIENISIX.

[paBua 6e30MacHOrO HHTEPHETA IS ICTEH

- HUIKOMY M HUKOI'/Ia He pasriamai ceou napoiau. OHu — TBOM IUIaBHBINA cekpeT. [lpuaymait cBoi
YHUKAJIBHBIN [1apOJib, O KOTOPOM HHMKTO HE CMOXKET Jorajgarbcd. He s3amuceiBail maponau Ha
OyMa)kkax, HE XpaHM MX B OTKpBITOM Joctyne. He oTmnpaBisii cBOM mapoJid Mo 3JIEKTPOHHOU
royre.

- NPU pEerucTpaluy Ha caiiTax M B COIHMAJIBHBIX CETSIX CTapaics HE YKas3bIBaTh JIMYHYIO
nHpopManuto (cBow (aMUIIMIO, UMs OTYECTBO, HOMEp Tele(oHa, aIpec MecTa KUTEIbCTBA,
IIKOJIBI, MECTO PabOTBl pOAMTENECH U JAPYroe) — OHa MOXKET ObITh JOCTYIHAa BCEM, AaKe TeM,
KOT'O ThI HE 3HACHIh!

- moMHHU, 4TO ¢ororpadus, pasmenieHHas B MHTepHeTe nocTymHa sl MPOCMOTPAa BCEM.
Crapaiics He pa3memarh $OTO, Ha KOTOPBIX M300pa)kKeHa TBOS CEMbs, IIKOJA, AOM H JIpyrue
JIMYHBIE JTaHHBIE.

- HC BCTpeqaﬁCH C TEMHU, C KEM Thl 3HAKOMHUIIILCA JIUIIIBb B I/IHTepHeTe.

- IIOMHH, 4YTO MHOI'MC JIIOJHW PaCCKa3bIBAOT O cebe B I/IHTepHeTe HCIIpaBAY, B TOM 4YHCIIC
CBCJCHUA O BO3paCTC U TTOJIOBOH IPpHUHAJJIC)KHOCTH.



- B MHTepHeTE M COIMAJBHBIX CETAX cTapaicsi oOIIaThCs TOJNBKO C TEMH, C KEM Thl JIMYHO
3HaKoM. [lomymail 1 mocoBeTyiics ¢ pOAUTEISIMH, TIPEKAE YeM 100aBUTh HE3HAKOMOTO YeJIOBEKa
K ce0e B CIIMCOK «JIpy3€il».

- HC I/ICHOHB3YI71 Be6-KaMepy npu O6H_ICHI/II/I C HC3HAKOMBIMHU JIFOABMH, IIOMHHU O HeO6XO,Z[I/IMOCTI/I
COXpPAaHATh JUCTAHIUIO C HC3HAKOMIIAMH.

- yBaxaii cobecequnkoB B MHTepHeTre. Hukoraa v HU mpu Kakux oOCTOSITENILCTBAX HE YrpoxKail
IpyruM, HE pa3Mellail arpecCUBHBIA W IMPOBOKAIMOHHBIM Marepuan. byaws npyxemtoben. He
rpyomu.

- HE BCTymaii B HE3HAKOMBbIE COOOIIECTBA M HE paclpocTpaHsil Mo uei-mubo mnpockoe
nH(pOpMallMOHHbIE, TPOBOKAIIMOHHBIE U arPECCUBHO-HACTPOEHHBIE MAaTEPHUAIIBI U COOOIIIEHUSI.

- HE BCE, YTO Thl MOXEIIb MPOYECTh WIM YBHUJETh B HMHTEpHETe — mpaBia. He JyeHuch u
nepenpoBepsii UHPOPMALIMIO B IPYTUX MOUCKOBBIX CUCTEMaX WM CIPOCH y POIUTEINEH.

- IOMHH, YTO CYILECTBYIOT CaiThl, HEMpeJHa3HAUCHHbIE /s JIeTeH, He 3aX0AM Ha CAWThl IS
TeX, KTO cTapiie 18 neT», Ha HeMpUINYHBIE U arPEeCCHBHO HACTPOCHHBIE CaiThl. Ecim ThI moman
Ha TaKoH CaliT 1o cCchUIKe, 3aKpOoi CBOM Opaysep, ucnob3ys kinaBun “ctrl+alt+delete”.

- paccKakh BcCe, YTO Thbl YBHJIEJI, BBIYYMJ WM y3HaJ HOBOro B3pocioMy. [loBepsiii cBoum
POAUTEIAM, MOCKOJIBKY TOJBKO OHM CMOTYT IIOMOYb B TPYAHOM CUTYyAIIHH.

- HUKOTJa HE YKa3bIBail CBOW HOMep Tesie(hOHA WIIM JICKTPOHHBIA aJpec, HE OTIPABIIANA C HEro
CMC-COOOIIIEHUsT HAa He3HakoMble HoMmepa B MutepHere. Ecim Tebe mpumuio coobiueHue c
HE3HAKOMOT'O aJIpeca, €ro JIy4lle HE OTKPBIBATS.

- eciii Tebe MOoKa3aloch, YTO TBOM JPY3bsi OTHPABISIOT TeOe «CTPaHHYIO» MHGOPMALUIO WIN
MPOrpaMMBbl, TEPECHpPOCH y HHX, OTIPABISUIM JIM OHM Tebe Kkakue-mubo ¢ainbl. MHorma
MOILIEHHUKH MOTYT JEHCTBOBaTb OT MMEHM UYKUX JIIOJEHW, B TOM YHUCIIE TBOUX ApYy3ed U
POJICTBEHHUKOB.

- €CJIM ThI XOYelllb KynuTh B VIHTepHEeTe KaKyl0-Inbo yCIyry Uiu Urpy, oOpaTuch K B3pOCIOMY.
On nmonckaxer Tebe, Kak n30exaTb MOLIEHHUYECTBA.

- He 3arpyxail ¢aiibl, mporpaMmbl WM MY3bIKy 0€3 coriacus B3pOCHBIX — OHH MOTYT
COJIep>KaTh BUPYCHI U IPUUYUHSAT BpE]] KOMIIBIOTEPY.

Yro nenath, eciau peOeHOK BCe e CTOJIKHYIICS ¢ KAKUMHU-TNO0 pUCKaMU

YcTaHOBUTE TOJIOKUTENIBHBIA SMOIMOHANIBHBI KOHTAaKT C pPeOEHKOM, paCIOJIOKUTE €ro K
pasroBopy O TOM, YTO CIy4YWIOCh. PacckaxkuTe, 4TO BBl OOECHOKOCHBI T€M, UYTO C HHUM
poucxoauT. Pe6eHOK JOKEeH BaM JIOBEPATH U 3HATh, UTO Bbl XOTUTE pa300paThCs B CUTYyallUU
1 TIOMOYb €MY, a HE HaKa3aTh.

HOCTapaﬁTeCB BHUMATCJIbHO BBICIIYIIATh PACCKa3 pe6eHKa 0 IpoU30MCAIICM, 4yTOOBI MOHSTH
HACKOJIBKO CEPbE3HO CIIYYHUBHICECA MOTJIO IIOBJIMATE HA HETO.

Ecnu pebeHOK paccTpoeH 4eM-TO YBUACHHBIM (HAampuMmep, KTO-TO B3JIOMall €ro npouib B
COLMAJIBHOW CETH) WJIH MONAaJl B HEMPUATHYIO CUTYalMIO (IOTPATUII Balll WIIK CBOU JIC€HBI'H B



pe3ynbTaTe MHTEPHET-MOIICHHHYECTBA U Mpodee) — MocTapaiiTech €ro yCrmokouTh. Bmecte ¢
HUM pa30epHUTECh B CUTYAIMH: YTO MPHUBEIIO K TAHHOMY Pe3yIbTaTy, KaKue HEBEpHBIC EHCTBHS
COBEpILWI caM PeOCHOK, a TJe Bbl HE paccKas3ali eMy O mpaBuiax Oe3onmacHocTu B MHTEepHETE.
[IpoBeaute «paboTy Haj omMOKaMH» M OOBICHUTE peOEHKY, Kak oOe3omacutrh cels OT
HeraTuBHBIX (pakTOpoB MHTEpHETA.

Ecnu curyanus cBsizaHa ¢ HacuiveM B MHTepHETe MO OTHOLIEHHIO K PeOEHKY, TO HEOOX OAMMO
BBISICHUTh MH(pOpMalMio 00 arpeccope, BBIICHUTh HCTOPUIO B3aHMOOTHOIIEHUH peOeHKa u
arpeccopa, BbISICHUTH CYIIECTBYET JIM JIOTOBOPEHHOCTb O BCTPEUYE B PEalbHOM >KU3HHU; Y3HATh
OBLTM JTM TaKWe BCTPEYH M YTO M3BECTHO arpeccopy o peoeHke (peanpHoe uMs, pamuims, aapec,
Tesne(hOH, HOMEpP IIKOJBI U TOMY MOJO00HOE), KECTKO HacTauBaiiTe Ha M30eraHuM BCTped C
HE3HAKOMIIaMH, OCOOEHHO 0e3 CBHETeNel, MPOBEphTE BCE HOBbIE KOHTAKTHl peOEHKa 3a
MIOCJIETHEE BpEMSI.

Cobepute Hanbosiee MOMHYI0 MH(OPMALMIO O MPOUCIIECTBUU KaK CO CJIOB peOeHKa, TaK U C
MOMOIIBI0 TEXHUYECKHX CPENCTB: 3aiiuTe Ha CTPAHUIBI caiita, rae Obul Bam pPeOEHOK,
MIOCMOTPHUTE CIHMCOK €ro Jipy3eH, nmpouyture cooOmieHus. [Ipy HeoOXoAMMOCTH CKOMUPYHTE U
COXpaHMUTE 3Ty MHPOpPMALMIO — B JaJbHEHILIEM 3TO MOKET BaM IPUTOJUTHCS (HAampUMep, Ui
oOpalleHus: B IPaBOOXPAaHUTEIbHbBIE OPTaHbl).

Eciau Bel He yBepeHBI B OICHKE CEPhE3HOCTH MPOM3OIIEIIIET0 C BAallMM PEOCHKOM, WIH OH
HCAOCTATOYHO OTKPOBCHCH (He T'OTOB UATHU Ha KOHTaKT), HJIK Bbl HC 3HACTC KaK IOCTYIIUTH B
JTaHHOM CUTYyallMU — OOPaTUTECh K CHICHUATHCTaM (TenedoH JoBepHsi, ropsyast JIMHHS U JPYroe).
Bam nmagyr pexoMeHmanud O TOM, KyJa M B Kakoil (¢opme oOpaTHThCS, eciau TpedyeTcs
BMEIIATENIHCTBO IPYTHX CIIYXKO M OpraHu3aluii, B TOM YHCIIE PABOOXPAHUTEIBHBIX OPTaHOB.
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